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‘‘sale’’ to the acquisition of similar 
items. 

(2) Include the following additional 
information with the SF 120: 

(i) The identity of the offeror of the 
exchange; 

(ii) The type of replacement equip-
ment; 

(iii) The acquisition method for the 
replacement equipment; 

(iv) The anticipated purchase price 
for the replacement equipment; and 

(v) The name and telephone number 
of the contracting officer. 

(g) Evaluate offers using the solicita-
tion criteria, including consideration 
of any exchange allowance offers. 
Award can be made whether or not the 
replaced information technology is ex-
changed. 

(h) Before a contract is awarded, con-
sider the results of the screening. Do 
not make an exchange if another Gov-
ernment agency wants to acquire the 
replaced equipment. 

(1) If another agency is going to ac-
quire the replaced equipment, do not 
include the exchange allowance in the 
contract price. 

(2) The actual sale price to the agen-
cy acquiring the replaced equipment 
will be the exchange allowance (if any) 
of the successful offeror. 

(i) If no Government agency wants to 
acquire the replaced equipment, the 
contract price shall include the ex-
change allowance, if any. 

(j) If no exchange allowance was of-
fered by the successful contractor, see 
the Defense Automation Resources 
Management Manual for disposal in-
structions. 

[62 FR 1059, Jan. 8, 1997, as amended at 62 FR 
34127, June 24, 1997; 62 FR 49305, Sept. 19, 1997] 

Subpart 239.71—Security and 
Privacy for Computer Systems 

SOURCE: 69 FR 35534, June 25, 2004, unless 
otherwise noted. 

239.7100 Scope of subpart. 
This subpart includes information as-

surance and Privacy Act consider-
ations. Information assurance require-
ments are in addition to provisions 
concerning protection of privacy of in-
dividuals (see FAR Subpart 24.1). 

239.7101 Definition. 

Information assurance, as used in this 
subpart, means measures that protect 
and defend information, that is en-
tered, processed, transmitted, stored, 
retrieved, displayed, or destroyed, and 
information systems, by ensuring their 
availability, integrity, authentication, 
confidentiality, and non-repudiation. 
This includes providing for the restora-
tion of information systems by incor-
porating protection, detection, and re-
action capabilities. 

239.7102 Policy and responsibilities. 

239.7102–1 General. 

(a) Agencies shall ensure that infor-
mation assurance is provided for infor-
mation technology in accordance with 
current policies, procedures, and stat-
utes, to include— 

(1) The National Security Act; 
(2) The Clinger-Cohen Act; 
(3) National Security Telecommuni-

cations and Information Systems Secu-
rity Policy No. 11; 

(4) Federal Information Processing 
Standards; 

(5) DoD Directive 8500.1, Information 
Assurance; and 

(6) DoD Instruction 8500.2, Informa-
tion Assurance Implementation. 

(b) For all acquisitions, the requiring 
activity is responsible for providing to 
the contracting officer— 

(1) Statements of work, specifica-
tions, or statements of objectives that 
meet information assurance require-
ments as specified in paragraph (a) of 
this subsection; 

(2) Inspection and acceptance con-
tract requirements; and 

(3) A determination as to whether the 
information technology requires pro-
tection against compromising ema-
nations. 

239.7102–2 Compromising ema-
nations—TEMPEST or other stand-
ard. 

For acquisitions requiring informa-
tion assurance against compromising 
emanations, the requiring activity is 
responsible for providing to the con-
tracting officer— 
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(a) The required protections, i.e., an 
established National TEMPEST stand-
ard (e.g., NACSEM 5100, NACSIM 5100A) 
or a standard used by other authority; 

(b) The required identification mark-
ings to include markings for TEMPEST 
or other standard, certified equipment 
(especially if to be reused); 

(c) Inspection and acceptance re-
quirements addressing the validation 
of compliance with TEMPEST or other 
standards; and 

(d) A date through which the accredi-
tation is considered current for pur-
poses of the proposed contract. 

239.7103 Contract clause. 
Use the clause at 252.239–7000, Protec-

tion Against Compromising Ema-
nations, in solicitations and contracts 
involving information technology that 
requires protection against compro-
mising emanations. 

Subpart 239.72—Standards 
239.7200 Scope of subpart. 

This subpart contains guidance for 
implementing— 

(a) Federal Information Processing 
Standards (FIPS); and 

(b) Federal Telecommunications 
Standards (FED-STD). 

239.7201 [Reserved] 

239.7202 Waivers. 
(a) The Secretary of Commerce has 

delegated to the Secretary of Defense 
the authority to waive FIP standards, 
in accordance with procedures estab-
lished by the Secretary of Commerce. 
The Secretary of Defense redelegated 
that waiver authority to the Assistant 
Secretary of Defense for Command, 
Control, Communications, and Intel-
ligence (ASD(C3I)). The ASD(C3I) has 
redelegated to the senior information 
technology official of each military de-
partment the authority to approve 
waivers to FIP standards that are ap-
plicable to military department re-
quirements. Waivers to FIP standards 
that are applicable to the requirements 
of DoD components outside the mili-
tary departments must be approved by 
the ASD(C3I). 

(b) Contracting officers shall ensure 
that all applicable FIP standards are 

incorporated into solicitations, except 
for those FIP standards for which the 
requiring activity has obtained a waiv-
er from the appropriate military de-
partment or DoD senior information 
technology official. 

(c) As part of the Commerce Business 
Daily synopsis of a solicitation, con-
tracting officers shall publish a notice 
of any determinations to waive any 
FIP standards that are applicable to 
the solicitation. If the waiver deter-
mination is made after the notice of 
the solicitation is published, the con-
tracting officer shall amend the notice 
to announce the waiver determination. 

[56 FR 36429, July 31, 1991, as amended at 62 
FR 1060, Jan. 8, 1997] 

Subpart 239.73—Acquisition of 
Automatic Data Processing 
Equipment by DoD Contrac-
tors 

239.7300 Scope of subpart. 
This subpart prescribes approval re-

quirements for automatic data proc-
essing equipment (ADPE) purchased by 
contractors for use in performing DoD 
contracts. 

[62 FR 9376, Mar. 3, 1997] 

239.7301 Applicability. 
(a) This subpart applies when the 

contractor purchases ADPE and title 
will pass to the Government. 

(b) This subpart does not apply to 
ADPE acquired as a component of an 
end item. 

[56 FR 36429, July 31, 1991, as amended at 62 
FR 9376, Mar. 3, 1997] 

239.7302 Approvals and screening. 
(a) The requirements of this section 

highlight the redistribution require-
ments of the Defense Automation Re-
sources Management Manual, and are 
in addition to those at FAR 45.302. 

(b) If the contractor proposes acquir-
ing ADPE subject to 239.7301, and the 
unit acquisition cost is $50,000 or 
more— 

(1) The contracting officer shall re-
quire the contractor to submit, 
through the administrative con-
tracting officer, the documentation in 
239.7303. 
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